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[Name of council]
[Name of contract]
SPECIAL CONDITIONS FOR PURCHASE OF software and ICT SERVICES WITH ASSOCIATED HARDWARE 

	GUIDANCE ON SPECIAL CONDITIONS FOR PURCHASE OF SOFTWARE AND ICT SERVICES WITH ASSOCIATED HARDWARE

1. Schedule numbers have not been allocated as these will be done on a case by case basis.

2. There is currently a cap on the Contractor's liability at clause 18.3 of the Standard Terms and Conditions of Contract for the Purchase of Services of 125% of the Price paid or payable by the Council in relation to claims in connection with a Contract. In the event of any conflict, the Special Terms and Conditions - General or these Special IT Conditions will prevail over the Standard Terms. This conflicts with clause 12.5 of these Special Conditions which caps liability at the lesser of £5m or five times the value of the Contract. In certain circumstances it may however be more beneficial for the Standard Terms and Conditions of Contract for the Purchase of Services to take precedence. It should therefore be noted that the current contractual position is only the most favourable for the Council where the Contract Value remains below £4m.
3. Currently the Warranty Period that has been suggested is 24 months.  Please note that suppliers may try to push this back for software but this period should be acceptable for hardware.
4. Clause 15 (Spares) - Clause 9 (Spares) of the Special Terms and Conditions - General is also available for use and which is applicable should be decided on a case by case basis.
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5. DEFINITIONS1 TC "
DEFINITIONS" \l 1 

5.1 'Acceptance Date' shall be the date certified by the Supervising Officer as the date when the Software passed the Acceptance Tests in accordance with the Contract.

5.2 ‘Acceptance Certificate’ has the meaning given to it in Clause 9.1. 
5.3 'Acceptance Tests' shall mean such tests as specified at Schedule [insert schedule number] or to be agreed by the Parties within [number] days of the date of this Agreement as are designed to ensure that the System  complies with the System Specification.
5.4 'Hardware' shall mean all hardware (if any) supplied by the Contractor for inclusion the Services.
5.5 'Installation Date' shall mean the date included in the Contract or where not so specified the date included in the Programme of Services as the date upon which the System is to be ready for Acceptance Tests.

5.6  ‘Intellectual Property Rights” shall mean patents, inventions, trade marks, service marks, logos, design rights (whether registrable or otherwise), applications for any of the foregoing, copyright, database rights, domain names, trade or business names, moral rights and other similar rights or obligations whether registrable or not in any country (including but not limited to the United Kingdom) and the right to sue for passing off.
5.7 'Location' shall mean the places where the System or part thereof is to be provided to the Council.

5.8 ‘Project Manager’ shall mean the person appointed by the Contractor and referred to in Clause 2.2 below.

5.9 'Programme of Services' shall mean the timing and sequence of events agreed between the Council and the Contractor for the performance of the Contract as proposed and set out in Schedule [number].

5.10 “Services” shall mean and include the supply of training and consultancy services, installation, configuration, test and acceptance of the Hardware and the Software and any other work required under this Contract to be performed in accordance with the System Specification.

5.11 ‘Service Level Agreement’ shall mean the agreement set out at Schedule [number] hereof specifying the support and maintenance services for the Software and Hardware.
5.12 'Software' shall mean the software specified at Schedule [number] supplied by the Contractor under this Contract on a magnetic tape, compact disc, semi-conductor device or other memory device or system memory including hard-wired logic instructions, microcode, and all documentation used to describe, maintain and use the programs.

5.13 'Supervising Officer' shall mean the person described in Clause 2.2 as the Council nominates for that purpose and notifies to the Contractor in writing.

5.14 ‘System’ means  the Software and the Hardware supplied hereunder but does not include any existing software or hardware under the control of the Council.
5.15 ‘System Specification’ shall mean the specification set out in detail in the Contractor’s tender response for the Software and Hardware appended to Schedule [number].
5.16 ‘Warranty Period’ shall mean a period of [24 months] after Acceptance of the System or the relevant part thereof.
5.17 Words and phrases defined in the Standard Conditions shall have the same meaning in these Special Conditions unless the context otherwise requires.
5.18 In the event of a conflict between the Standard Conditions and these Special Conditions, these Special Conditions shall prevail.
6. CONTRACTOR TO INFORM HIMSELF FULLY AND APPOINT PROJECT MANAGER2 TC "
CONTRACTOR TO INFORM HIMSELF FULLY AND APPOINT PROJECT MANAGER" \l 1 

6.1 The Contractor will be given the opportunity of examining the Location if it is required to install Hardware and shall inform the Council of the environmental and security requirements for the safe and secure installation and operation of the Hardware  No claim from the Contractor for additional payment will be allowed on the grounds of misinterpretation of any matter relating to the Location, the requirements specified or those conditions on which the Contractor could reasonably have satisfied himself by a visit to the Location, reference to the Supervising Officer or such other means as may be appropriate.

6.2 The Contractor shall appoint a Project Manager and the Council shall appoint a Supervising Officer within 30 days of the date of this Contract and such appointment shall be subject to the prior approval of the Council (such approval not to be unreasonably withheld or delayed).  Provided further that the Supervising Officer shall have at any time the right to insist on the removal or the replacement of the Project Manager but shall not exercise such right unreasonably.

6.3 The Project Manager shall be responsible for liaison with the Supervising Officer and any other parties involved in the installation of the System. The Supervising Officer shall have overall responsibility for the Councils responsibilities including authorising any material changes to the Contract. The Supervising Officer or his/her deputy shall be available to the Project Manager for consultation at all reasonable times.

6.4 The Project Manager shall be available for consultation when reasonably required by the Supervising Officers until the Acceptance Certificate is issued.

6.5 The Project Manager and Supervising Officer shall attend regular meetings that may be called by either party on reasonable notice to discuss issues raised from time to time by the Programme of Services. The functions of the Project Manager and Supervising Officer may be performed by a deputy when the Project Manager and Supervising Officer (as the case may be) is absent.

7. STANDARD OF THE SERVICES 
7.1 The Contractor acknowledges that it:

7.1.1 has made and shall make its own enquiries to satisfy itself as to the accuracy and adequacy of any information supplied to it by or on behalf of the Council;

7.1.2 has raised all relevant due diligence questions with the Council before the effective date of the Contract;

7.1.3 has entered into the Contract in reliance on its own due diligence alone.

7.2 The Services shall be performed in accordance with the Contract.  To the extent that the standard of the Services has not been specified in the Contract the Contractor shall use good quality materials, techniques and standards and execute the Contract with due care, skill and diligence and in accordance with best professional software industry standards.

7.3 Without prejudice to the generality of Clause 3.1. The Contractor warrants that:-

7.3.1 the System shall be fit for the purpose of providing the service requested by the Council and set out in the technical System Specification at Schedule [number]; 

7.3.2 the System is free from defects at the time of completion save for minor faults as referred to in Clause 8.4;

7.3.3 the System shall be capable of being expanded in accordance with the System Specification; 

7.3.4 it owns, has obtained or will obtain valid licences of all Intellectual Property Rights which are necessary to the performance of its obligations under this Contract;

7.3.5 it has the full capacity and authority to grant, or to procure the grant of, all software licences pursuant to this Contract;

7.3.6 Software used by the Contractor in the System will be currently supported versions of that Software and perform in all material respects in accordance with its specification.

7.4 Following completion of the Services or the removal of any Council equipment or Hardware, the Contractor shall make good to the reasonable satisfaction of the Council any damage to the land, buildings or property of the Council or its lessees or tenants caused by or arising out of the execution of the Services or the maintenance, repair, alteration, renewal, inspection or removal of the equipment or Hardware, and to leave the Location in the same condition as the Location was in at the start of the Programme of Services.

7.5 In the event that through the act, neglect or default of the Contractor its servants, agents or sub-contractors, Council data transmitted over the network is lost or unusable, the Contractor shall be liable for the cost of reconstitution of such data.

8. THE LOCATION4 TC "
THE LOCATION" \l 1 

8.1 Preparation and Provision

8.1.1 The Contractor shall provide adequate information to enable the Council to prepare the Location for the System  and performance of the Services  for the Council to :-

(a) provide a suitable provider of electric current and such other mains services;

(b) provide all other required electrical and mechanical items and fittings (other than the Hardware and Software);

(c) provide such environmental conditions as are necessary for the purposes of the Services and safe and reliable operation of the Hardware (if applicable) and Software;

(d) obtain all necessary consents for the installation and use of the Hardware and Software, including consents for necessary alterations to buildings; 
(e) provide a suitable and safe working environment for the Contractor's personnel;                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                              
8.2 Access

8.2.1 The Supervising Officer shall afford to the authorised personnel of the Contractor at all reasonable times and with prior agreement such access to the Location (but not necessarily sole access) as may be necessary for the inspection thereof and for the execution of the Services , provided always that the Supervising Officer shall have the right to refuse to admit to, or order the removal from, the Location of any person employed by or acting on behalf of the contractor or Sub-Contractor who, in the opinion of the Supervising Officer (which shall be final) under this Clause shall forthwith be confirmed in writing to the Contractor by the Supervising Officer and shall not relieve the Contractor of his obligations under the Contract.

8.2.2 The Contractor will normally carry out work during its usual working hours but may, upon reasonable notice, request the Council to provide access at other times. The Council shall not unreasonably withhold or delay the provision of its consent under this clause 4.2.2.
9. MISTAKES IN INFORMATION5 TC "
MISTAKES IN INFORMATION" \l 1 

9.1 The Contractor shall be responsible for and shall pay extra costs occasioned by any discrepancies, errors or omissions in drawings, documentation or other information supplied in writing by him, whether they have been approved by the Council or not. 
9.2 In addition, the Council shall be entitled to recover all reasonable costs directly occasioned by the Council carrying out repetitive or additional work as a result of the Contractor failing to provide accurate drawings documentation or other written information upon which the Council has relied.
10. PROGRAMME OF SERVICES6 TC "
PROGRAMME OF SERVICES" \l 1 

10.1 The Contractor and the Council shall each carry out the Services in accordance with the Programme of Services as proposed by the Contractor and annexed hereto at Schedule [number] or any variation thereto agreed by the Council in writing. This shall cover individual activities, which will be scheduled into the Programme of Services, highlighting the person responsible for each task and a timetable of delivery, installation, testing, training and transfer over from the existing systems. The Programme of Services shall identify the timescales for each activity.

10.2 The payment processes and the contractors project management responsibilities are respectively set out in this Contract and the Programme of Services. In the event that the Price does not specify when payment is due for a particular service it shall be monthly in arrears immediately following satisfactory delivery of the service .
11. DELIVERY AND INSTALLATION OF SOFTWARE AND HARDWARE 7 TC "
DELIVERY AND INSTALLATION" \l 1 

11.1 No Hardware or Software may be delivered to the Location without the prior permission of the Supervising Officer although such permission shall not be unreasonably withheld.  Deliveries shall be in accordance with the agreed Programme of Services.  The Contractor shall be responsible for the delivery of the Hardware and Software to the Location and shall receive them thereon and shall provide all labour, materials and plant required for the off-loading, placing in position of the Hardware and Software for all purposes of the Contract.  Without prejudice to the conduct of the Acceptance Tests, all risk of loss and damage shall pass from the Contractor to the Council upon delivery of the Hardware or Software whether or not installed to the Council's Location except that liability for loss or damage as a result of the Contractor's or his subcontractor’s negligence shall remain with the Contractor.

11.2 The Contractor shall ensure that it is familiar with and adhere to the Council's Health and Safety Policy and the Management of Health and Safety at Work Regulations 1999 and shall at all times comply with the requirements of the Health and Safety at Work etc Act 1974 and any enactment’s thereof.

11.3 The Contractor shall by the Installation Date supply, deliver to the Location and complete the installation of the System in readiness for the Acceptance Tests.

11.4 If the Contractor fails to meet a key milestone identified in the Programme of Services the Council shall have the right to deduct from the Price, liquidated damages equal to half of one percent of the Price of such portion or portions only of the Services as cannot in consequence of the said failure be put to the use intended for each week or part week of delay, or require the contractor to deliver the additional consultancy services required to resolve the delay to the same value as and in lieu of the liquidated damages. 

11.5 If the Contractor is delayed in or prevented from delivering or installing part or all of the System on or by a date specified in the Programme of Services due to any delay or default on the part of the Council, the Contractor shall notify the Council in writing as soon as practicable of the effect on the Programme of Services of such delay or default and the Contractor and the Council shall agree an adjustment to the Completion date that is reasonable in the circumstances.

11.6 The Contractor shall not turn off any existing equipment, power sources etc. during installation of the works without prior authorisation of the Supervising Officer.

12. ACCEPTANCE TESTS 
12.1 The Contractor shall give to the Council in writing seven days prior notice or such shorter notice as may be agreed of the date when the System or a part of it is ready for the Acceptance Tests. Unless otherwise agreed the Acceptance Tests shall be at the expiry of that notice period and in any event shall be no later than the Installation Date. 

12.2 If the System or any portion thereof fails to pass the initial Acceptance Tests, repeat tests shall be carried out within a reasonable time upon the same terms and conditions but at the sole expense of the Contractor.  In the event that the repeat tests (not being fewer than two if required) show that the System is not in accordance with the Contract, the Contractor shall provide free of charge such additional or replacement hardware, software and services as may be necessary to enable the System to pass the Acceptance Tests.  If after the further repeat tests (not being fewer than two if required) the System is incapable of passing the Acceptance Tests, the Council may elect either:-

12.2.1 to accept and retain such of the Hardware and Software as he may consider expedient at such reduced price as may be agreed between the Council and the Contractor; or

12.2.2 to either reject the entire System or the relevant Hardware and Software which has failed the Acceptance Tests and on such election all applicable monies paid by the Council to the Contractor shall be returned;
12.2.3 in either of the above cases without prejudice to any other remedy available to the Council in respect of any loss of expense to the Council arising in consequence.

12.3 The Contractor acknowledges that, for any failed part of the System the Council may require the Contractor to retest both the failed part and any other part of the System that is dependent on the failed part, regardless of whether an Acceptance Certificate has already been issued by the Council in respect of the dependent part.

12.4 Acceptance of the Hardware and Software shall not be prevented by minor defects (meaning defects that do not materially effect functionality of the Hardware or Software) but the Contractor shall notify the Council of such minor defects and remedy the same within a reasonable time.

12.5 In the event that the Council exercises its option to reject the System or any part thereof pursuant to clause 8.2.2, the risk in the System or any rejected part thereof shall pass back from the Council to the Contractor at the time of such rejection.

13. ACCEPTANCE CERTIFICATE9 TC "
ACCEPTANCE CERTIFICATE" \l 1 

13.1 As soon as the Services have been completed in accordance with the System Specification and have passed the Acceptance Tests, the Supervising Officer shall issue an Acceptance Certificate which will state the Acceptance Date and any outstanding defects in the Services, such issue not to be unreasonably withheld or delayed.

13.2 If by agreement between the Council and the Contractor any part of the Services shall be satisfactorily completed in advance of the remainder the Supervising Officer may issue a partial Acceptance Certificate in respect of that part.

14. INTELLECTUAL PROPERTY RIGHTS  TC "10
INTELLECTUAL PROPERTY RIGHTS" \l 1  

14.1 The Council acknowledges that all Intellectual Property Rights in the System and any updates provided thereof vest and shall continue to vest in the Council or its relevant licensors, and the Customer shall have no rights in or to the System other than the right to use it in accordance with the terms of the Contract.

14.2 The Contractor acknowledges that the Intellectual Property Rights in any permitted modifications of the System carried out by the Council or any other software developed by the Council prior to, during and after the period of the Contract shall vest and remain vested in the Council.
14.3 The Contractor shall fully indemnify the Council for any direct or indirect loss resulting from all actions, claims, demands, proceedings, damages, costs, charges and expenses (including legal expenses on an indemnity basis) and any consequential loss (which shall include, without limitation, pure economic loss, loss of profits, loss of business, depletion of goodwill and like loss) arising from or incurred by any breach or infringement or alleged breach or infringement of Intellectual Property Rights of any third party by the use or possession of the System supplied by the Contractor under the Contract, subject to the following:-

14.3.1 the Council shall promptly notify the Contractor in writing of any alleged breach or infringement of which they have notice;

14.3.2 the Council must make no admissions without the Contractor's written consent;

14.3.3 the Council, at the Contractor's request and expense, shall allow the Contractor to conduct and/or settle all negotiations and litigation and give the Contractor all reasonable assistance.  The costs incurred or recovered in such negotiations or litigation shall be for the Contractor's account; and

14.3.4 this indemnity will not apply to any infringement arising from use of the Hardware and/or Software in combination with any equipment and/or software not supplied or recommended for use by the Contractor.

14.4 The indemnity in Clause 10.3 does not apply to infringements occasioned by the Council's use of the Hardware and/or Software in conjunction with other apparatus or software not supplied by the Contractors; nor to infringements occasioned by designs or specifications made by the Council in each case acting independently of the Contractor.

14.5 If at any time an allegation of infringement of letters patent, design or copyright is made, the Contractor may at its own expense modify the Hardware and Software so as to avoid the infringement or may replace the Hardware and Software with non-infringing goods provided that any such modification or replacement does not affect the performance of the Hardware and Software.

15. STANDARD OF PERFORMANCE11 TC "
STANDARD OF PERFORMANCE" \l 1 

15.1 The Contractor shall ensure that the System maintains the standard of performance specified in the System Specification and demonstrated in the Acceptance Tests for the period of the Contract and Warranty Period and throughout any further period of the Service Level Agreement at Schedule [number]. 

15.2 If the Council can demonstrate that the standard of performance specified in the Contract has not been maintained during the term of the Contract or warranty period or period covered by the Service Level Agreement due to a material defect with the Software supplied by the Contractor, then notwithstanding prior acceptance of the Software in accordance with Clause 8, the Contractor shall forthwith at its own expense provide to the Council such replacement Software to achieve the standard of performance specified in this Contract.

16. INDEMNITY AND INSURANCE 12 TC "
INDEMNITY AND INSURANCE" \l 1 
 
16.1 The Contractor shall indemnify and keep indemnified the Council for any direct or indirect loss resulting from injury (including death) to any persons or loss of or damage to any property including the Hardware and Software which may arise out of the act, default or negligence of the Contractor, his sub-contractor, their employees or agents in consequence of the Contractor's obligations under the Contract and against all claims, demands, proceedings, damages, costs, charges and expenses (including legal expenses on an indemnity basis) and any consequential loss (which shall include, without limitation, pure economic loss, loss of profits, loss of business, depletion of goodwill and like loss) whatsoever in respect thereof or in relation thereto provided that the Contractor shall not be liable for nor be required to indemnify the Council against any compensation or damages for or with respect to injuries or damages to persons or property to the extent that such injuries or damages result from any negligent act or default on the part of the Council, his employees or contractors (not being the Contractor or employed by the Contractor).
16.2 The Council shall indemnify and keep indemnified the Contractor for the duration of the Contract against injury (including death) which may arise out of the act, default or negligence of the Council or any contractor employed by the Council (other than the Contractor) and against all claims, demands, proceedings, damages, costs, charges and expenses whatsoever in respect thereof.

16.3 The Contractor shall insure (and maintain such insurance throughout the Contract period) with a reputable insurance company against all loss of and damage to property and injury to persons (including death) arising out of or in consequence of the Contractor's obligations under the Contract and against all actions, claims, demands, costs and expenses in respect thereof, save only as is set out in the exception in Clause 12.5.  
16.4 The Contractor shall, if required by the Council, provide written advice explaining the scope of the Contractor's insurance cover. 

16.5 Except in respect of injury (including death) to any person or loss of or damage to any property not belonging to the Council and the Intellectual Property Indemnity provided under Clause 10.1 (in respect of which no limit shall apply), the liability of the Contractor in respect of any one act or default or series of connected acts or defaults shall not exceed the amount which is the lesser of £5,000,000 and five times the value of the Contract. 

16.6 In any event of any claim being made against the Council arising out of the matters referred to in Clauses 12.1 and 12.2, the Contractor shall be promptly notified thereof, and may at his own expense conduct all negotiations for the settlement of the same and any litigation that may arise therefrom.  The Council shall not, unless and until the Contractor shall have failed to take over the conduct of the negotiations or litigation, make any admission, which might be prejudicial thereto.  The Council shall at the request and at the expense of the Contractor afford all reasonable assistance for any such purposes.

17. CONSUMABLE SUPPLIES13 TC "
CONSUMABLE SUPPLIES" \l 1 

17.1 The Council has the right to procure discs, magnetic tapes and any other consumable supplies to be used on and suitable for the Hardware from the Contractor or such other source as the Council may deem appropriate, and such procurement from a source other than the Contractor shall not invalidate any rights of the Council under these conditions, provided such supplies are of a standard approved by the Contractor.

18. MAINTENANCE14 TC "
MAINTENANCE" \l 1 

18.1 The Contractor shall provide maintenance and support of the Software under the Service Level Agreement at Schedule [number] and perform such service with competent and suitably skilled personnel. 

19. SPARES15 TC "
SPARES" \l 1 

19.1 The Contractor shall use its reasonable endeavours to maintain the Hardware and a supply of spares or replacement parts for a period of 10 years from the Acceptance Date, such spares or replacement parts to be fully compatible with but not necessarily identical to similar items previously supplied. 
20. SOFTWARE16 TC "
SOFTWARE" \l 1 

20.1 The Contractor shall provide the Council with a perpetual, non-exclusive licence  to use the Software in accordance with the licence terms and conditions set out at Schedule [number]. 
20.2 The Council will sign any agreement reasonably required by the owners of Intellectual Property Rights in all Software supplied to the Council under the relevant Contract/s for the protection of that Software.

20.3 The copyright in all documents, drawings and information supplied to the Council in connection with this Contract shall remain vested in the Contractor or its licensors.  Such documents, drawings and information shall not be copied, disclosed or used (except for the purpose for which they were supplied) without the prior written consent of the Contractor.

20.4 The Contractor shall provide Software maintenance services as agreed and included in the Service Level Agreement which will be entered into by the Contractor and the Council.

20.5 If in meeting his contract obligations and during the warranty period the Contractor for his own purposes modifies any of the System supplied under the Contract and such modification adversely affects the level of performance of the Hardware and Software, then the Contractor shall at his own expense, provide such items of Hardware as may be necessary to return to level of performance of the Hardware and Software to that specified in the Contract.

20.6 The Council and the Contractor mutually undertake to execute the Escrow Agreement in Schedule [number] in respect of the source code of the Software by the date set out in the Programme of Services.

20.7 The Council and the Contractor mutually undertake to abide by the terms of the Escrow Agreement set out in Schedule [number].

21. DOCUMENTATION17 TC "
DOCUMENTATION" \l 1 

21.1 The Contractor shall provide to the Council all documentation reasonably necessary to enable the Council’s Staff  to fully operate the Software (meaning to enable it to efficiently perform all of the functions in the System Specification and train its users. The Contractor shall update and replace where appropriate all such documentation for a period co-terminus with the Service Level Agreement.
22. SOFTWARE UPDATES18 TC "
SYSTEM UPDATES" \l 1 

22.1 If at any time modification or updates are required to the Software to enable it to perform without error or to improve its reliability and/or performance and functionality by the Software manufacturer or the Contractor, such updates or modifications shall be provided in accordance with terms of the Contract including the Service Level Agreement.

22.2 Any updates or modifications of the System shall be implemented at a time to be agreed by the parties.  In the event that an update or modification requires the System (or part of the System) to cease functioning, the Contractor shall advise the Council in writing of the extent of such cessation of service.  The Contractor shall provide the service where practicable by alternative means at a reasonable charge if the Council requires it.

23. CONNECTION TO NETWORK19 TC "
CONNECTION TO NETWORK" \l 1 

23.1 Where the Hardware is to be connected to a telecommunications network or a circuit run by BT or a third party, it is the Council's responsibility to arrange for such connection to be made and to pay any connection charge and to comply with any conditions relating to any such connection.  Installation of the Hardware under this Contract only includes connection to the Telecommunications Network if specified in the System Specification.
24. WARRANTY20 TC "
WARRANTY" \l 1 
 

24.1 If during the Warranty Period, the Contractor is notified of a fault in the Hardware and Software or System which is due to faulty design, manufacture or materials, or the negligence of the Contractor, the Contractor will replace or (at its option) repair the faulty part free of charge provided that:-

24.1.1 the Hardware and Software has been properly kept, used and maintained in accordance with the manufacturer's or the Contractor's instruction, if any, and has not been modified except with the Contractor's consent;

24.1.2 the fault is not due to accidental or wilful damage (including lightning and electrical damage); interference with or maintenance of the Hardware and Software by persons other than the Contractor where the Contractor is obliged under a Service Level Agreement to carry out maintenance work.

24.2 The Contractor may make a reasonable charge in respect of any visit at the Council's request to repair the Hardware and Software where either no fault is found to exist, or the fault is not covered by this warranty.

25. COMPUTER VIRUS AND SECURITY21 TC "
COMPUTER VIRUS AND SECURITY" \l 1 

25.1 The Contractor shall take all reasonable steps in accordance with good IT industry practice to prevent any virus (including a Trojan Horse or Worm as those terms are commonly understood in the industry) being transferred to the Council’s System by using a reputable anti-virus software program or programs and updating such program in accordance with the manufacturers recommendations. The Contractor shall regularly review its anti-virus checking software and systems

25.2 The Contractor shall indemnify the Council against all loss, direct and consequential damages, actions, claims, demands, proceedings, costs, charges, and expenses whatsoever in respect of a breach of Clause 21.1.

25.3 The Contractor shall apply current  IT industry best practice to avoid unauthorised access to the System (or the Contractor’s system if it will be connected to the Council’s System). For the avoidance of doubt IT industry best practice will include using encryption where the Council’s operational data is to be transferred between remote sites and restricting access to the Council’s System or the Contractor’s system only to those persons given a unique identification and password and further ensuring any unauthorised access to the Contractor’s system is detected and the other party informed immediately. 

25.4 Where the Contractor’s employees are able to access the Council’s System and the System stores, processes or facilitates the storage and processing of data concerning persons, financial matters including bank account details or commercially sensitive data, then the Council shall inform the Contractor of the need to employ Secure Socket Layer (SSL) encryption technology based on industry standard public/private key algorithms for all browser based data transmissions to and from the System. This provision shall also apply to all such data when it is backed up in which case it should be encrypted before it is stored.

25.5 The Contractor shall ensure that all computer hardware utilised in the performance of the services under the Contract and Service Level Agreement are kept in a physically secure environment utilising industry standard Universal Resource Locator (URL) monitoring and an intrusion detection service to monitor activity behind the firewall. All back up data storage devices should also be adequately protected against unauthorised access as set out herein.

25.6 The Contractor is expected to familiarise itself with the provisions of British Institutes Standard BS ISO/IEC (17799:2005) code of practice concerning IT system security and to implement good IT industry practice to prevent unauthorised access to the Contractor’s system and Council’s System where the contractor is non-compliant with the provisions of the standard it shall inform the Supervising Officer forthwith in writing.
26. PROFESSIONAL SERVICES22 TC "
PROFESSIONAL SERVICES" \l 1 

26.1 The Contractor shall provide consultancy and training only as so specified in the System Specification.

26.2 The professional services shall be performed at the Contractor’s Location   unless agreed otherwise.

26.3 Changes to the description of work contained in the Programme of Services shall be effective only if set out in writing and agreed by both parties.
27. ACCESSIBILITY AND REASONABLE ADJUSTMENTS23 TC "
ACCESSIBILITY AND REASONABLE ADJUSTMENTS" \l 1 

27.1 The Council requires all of its suppliers of IT hardware, software and services to reasonably assist it to in comply with the requirements in the Disability Discrimination Act 1995 for access to services dependent on the operation of the Software and/or Hardware.  For the avoidance of doubt the Contractor shall only be obliged to comply with this provision if it has been expressly stated as a requirement in the Specification as set out in the tender and “reasonable adjustments”.

27.2 Provision of the System must include provision for alternative and adaptive ICT hardware and software as required, directly or through third parties, as well as the use of accessibility options built into operating systems and standard applications. Alternative and adaptive technology will be used to offer alternatives to users with painful or limiting conditions as well as those with disabilities included within the strict definition of “disability” in the Act. 

28. EXPORT24 TC "
EXPORT" \l 1 

28.1 Without prejudice to any other restrictions in this Contract in respect of non-disclosure the Council will not export, directly or indirectly, the Software, the Hardware, and the documentation accompanying the Software and/ or the Hardware (as applicable) or any direct product thereof or any technical data relating to the Programs from the United Kingdom without complying with all regulations relating to such export issued by the United States and United Kingdom governments. 
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